ABSTRACT Biometric systems can identify individuals based on their unique characteristics. A new biometric based on hand synergies and their neural representations is proposed here. In this paper, ten subjects were asked to perform six hand grasps that are shared by most common activities of daily living. Their scalp electroencephalographic (EEG) signals were recorded using 32 scalp electrodes, of which 18 task-relevant electrodes were used in feature extraction. In our previous work, we found that hand kinematic synergies, or movement primitives, can be a potential biometric. In this paper, we combined the hand kinematic synergies and their neural representations to provide a unique signature for an individual as a biometric. Neural representations of hand synergies were encoded in spectral coherence of optimal EEG electrodes in the motor and parietal areas. An equal error rate of 7.5% was obtained at the system's best configuration. Also, it was observed that the best performance was obtained when movement specific EEG signals in gamma frequencies (30-50Hz) were used as features. The implications of these first results, improvements, and their applications in the near future are discussed.
I. INTRODUCTION
Increasingly, new computer-based technologies are replacing traditional (i.e. paper-based, in-person) systems. Whether it is a simple fitness tracker, implanted medical device, or bank access system, we are increasingly relying on digital data. Undoubtedly, new technologies will continue to be introduced into everyday life; however the security frameworks of these systems must also strengthen in parallel. Biometrics are being used to eliminate not only passwords, but also eliminate central databases, which are targets for attacks. Developers are looking to create security frameworks that create local authentications systems that are able to both record these biometrics and authenticate users.
Numerous biometrics [1] have been studied for their potential in identity verification (one-to-one matching) or authentication (one-to-many matching) systems. More conventional biometrics includes fingerprint, retina scans, and facial recognition [1] , [2] . However, even such unique biometrics have their drawbacks: stationarity, potential for duplicity (e.g. iris scans), variability, and high sensitivity to recording environment (e.g. lighting, pose). The field of biometrics is working towards not only preventing manipulation of an individual's biometrics [3] but also exploring additional biometrics that may be less susceptible to fraud. Some of these include behavioral characteristics (e.g. typing cadence, gait patterns, and keystrokes) which can be combined in a multimodal biometric system [4] .
We and others have recently examined human movement for its potential contribution to identity verification systems. Human movement originates from motor commands in the central nervous system (CNS) and is filtered through the different hierarchies of the motor system (sub-cortical areas, spinal cord, muscle, and skeletal). Human movement is not only extremely difficult to replicate, but also incorporates an individual's history. For example, an individual who is a piano player versus violin player may have increased dexterity in different joints. Additionally, based on an individual's anatomy (muscle strength, hand size), different neural FIGURE 1. A hand synergy-based biometric system involves simultaneously capturing hand kinematic and neural signals during activities of daily living. From this information, optimized features are extracted to create a biometric template. In order to access the system, the entry and biometric template must match.
commands are required to complete the same task across individuals. While the output of human movement, recorded at the joint level, can be extremely variable even within the same individual, there exists underlying patterns that are repeatable. For example, an individual's gait pattern can vary as a function of speed, clothing, shoes, etc. However, the harmonic motion of gait, characterized by frequency, phase, and other modeling parameters allows it to be a strong biometric for authentication purposes.
The human hand, in terms of dimensionality and functionality, is many orders more complicated than gait. We and others have previously used grasping tasks to determine the underlying patterns of hand control [5] , [6] . It is hypothesized that the CNS reduces the computational burden of controlling individual degrees of freedom by instead recruiting motor synergies, or motor primitives, that encode commonly used covariation patterns. Synergies extracted from arm reaching tasks, object reach and grasp tasks, gait, and intra-cortical stimulation capture coordination either at the muscular level or the kinematic level. In fact, how muscle synergies may facilitate kinematic synergies and their relationship under CNS control is under current investigation. Modeling techniques aim to understand how these synergies are controlled and combined to form movement (i.e. amplified, temporal dilation, and hierarchical).
In our recent work [7] , we used twenty-five objects taken from activities of daily living (ADL) to derive kinematic synergies, in the form of joint angular velocity profiles over movement time. We found that these kinematic synergies represented anatomically meaningful joint relationships that execute over time. Testing for sensitivity and specificity of these synergies, we found that they could successfully be used as a biometric. We were able to reduce the larger grasp data set to six objects that still spanned activities of daily living, but also highlighted unique patterns across individuals. At the kinematic level, the kinematic synergies derived from these grasps showed potential as a biometric. In this study, we explore these kinematic synergies at the FIGURE 2. In this study, electroencephalography (EEG) and hand joint kinematics were recorded during grasping tasks. (a) Data from 18 electrodes, highlighted in blue circles were used. These electrodes were concentrated on motor regions, but also included frontal, parietal, and occipital lobes. (b) For each grasp task, the subject began in a flat hand resting position. After an audio stimulus, the subject rapidly grasped an object placed 40 cm away. The 6 objects used were: screwdriver, water bottle, CD, petri-dish, handle, bracelet.
top level of movement hierarchy, the CNS, to determine a unique signature. Electroencephalogram (EEG) [8] - [10] and near-infrared spectroscopy [11] have previously been used to study CNS modulation for biometric purposes. Because of its better availability and its expansive usage in research and clinical areas, EEG may be a more likely candidate for field use. However, because of EEG recording variability, optimal signal processing techniques are still under investigation [12] , [13] . In this study we use EEG to capture CNS modulation, namely in the coherence domain. As outlined in Fig. 1 , we combine both biometrics (hand synergies and the neural representations) to create a multimodal biometric system, one branch of 'Next Generation' Biometrics. We believe that the proposed biometric overcomes the current limitations by the following features-(1) the unique hand synergies contained in hand movements are based on an individual's inimitable motor system, motor control, and history of motor learning (2) the spatiotemporal patterns of hand synergies and their neural representations are dynamic. VOLUME 5, 2017 
II. METHODS

A. MATERIALS AND EXPERIMENT
For this study, 10 individuals (4 male, 6 female; mean age 23.0 ± 3.1 years) were recruited under a Stevens Institute of Technology Institutional Review Board approved study protocol. For neural signal acquisition, subjects wore a high-density EEG cap based on 10/20 system positions with an additional 86 intermediate positions (g.GAMMA cap, g.tec, Schiedlberg, Austria). During the experiment, EEG was recorded with 32 active electrodes. However, for this study, we used a subset of electrodes that distributed the scalp area ( Fig. 2(a) , blue circles). These electrodes are: F 4 , FC 4 , C 6 , C 4 , C 2 , CP 4 , P 4 , F 2 , C 2 , F 3 , FC 3 , C 5 , C 3 , C 1 , CP 3 , P 3 , CP z ,O z for a total of 18 electrodes. A ground electrode was placed at the nasion (yellow) and reference (Ag, AgCl) electrode was on the right or left ear. A conductive gel (g.GAMMAgel) was used to place each electrode (g.Ladybird). Impedance was kept below 5 kOhms and checked throughout the experiment. Data was continuously captured with two amplifiers (g.USBamp) using BCI2000 [14] with a sampling rate of 256 Hz. Subjects also wore a right handed CyberGlove (CyberGlove Systems, LLC, San Jose, CA, USA) that records joint angles of the hand. For this study we used 10 of 18 sensors that measured the interphalangeal (IP) and metacarpophalangeal (MCP) joints of the thumb and MCP and proximal interphalangeal (PIP) joints of the four fingers. Each subject performed initial postures to calibrate the glove. Data was captured at 125 Hz using a custom-built LabVIEW (National Instruments Corporation, Austin, TX, USA) program.
As seen in Fig. 2 (b), each grasp task consisted of grasping an object placed 40 cm away from the midline of the subject's body. The hand starts in an initial resting position (20 cm to the right of the subject's midline), lasting 4 seconds. The subject then rapidly grasps the object after hearing an audio 'GO' signal and holds the grasp until an audio 'STOP' signal was heard (additional 4 seconds). A custom-built LabVIEW program provided these audio cues, collected CyberGlove data, and sent a synchronizing wave to the amplifiers to align kinematic and EEG data. Subjects were asked to refrain from blinking or swallowing during the pre-stimulus resting portion and grasping portion, if possible. The six grasp tasks, inspired from previous work [7] , spanned different grip/grasp types (tripod, cylindrical, lateral key, spherical, hook, and precision) found in activities of daily living (ADL). These objects were: screw driver, water bottle, CD, petri dish, handle, and bracelet. Each object was grasped with 25 repetitions, for a total of 150 grasping tasks per subject.
B. FEATURE EXTRACTION
Oscillatory cortical activity across neuronal populations modulates with respect to function. De-synchronization and synchronization of neuronal populations, within specific sub-bands, has been shown to be time-locked to movement. Thus, we examined all frequencies that EEG is able to detect.
EEG data was first bandpass filtered between 1 and 50 Hz using a 3rd order Butterworth filter. For each pair of electrodes, the magnitude squared coherence, C, was calculated using:
where x and y are two electrodes of interest, P xx and P yy are their respective power spectral densities, and P xy is the cross-power spectral density. Spectral density was calculated for each frequency (f = 1 . . . 50) using a fast fourier transform (FFT) with a Hanning window (500 samples long with an overlap of 100 samples). The coherence for frequencies between 1 and 50 Hz were used for further analysis.
Hand kinematic data for each of the 10 selected joints was filtered using a low-pass, 3rd order Butterworth filter with cutoff frequency of 3 Hz. Joint angles were then converted to joint angular velocities using the first derivative [7] .
C. BIOMETRIC TEMPLATE
The biometric template is the key that contains unique information about an individual from both hand kinematics and neural signals. However, each data type is first examined separately to determine the pattern to be used in the final template. Fig. 3 provides a flowchart of this procedure.
Synergy-based movement hypothesizes that CNS decreases computational burden by working in reduced space rather than a space with over 32 joints. Based on our previous work [15] , [16] , principal component analysis (PCA) is the preferred method in determining this reduced kinematic space. Principal components are able to capture inherent joint patterns that can also be used to reconstruct movements. In [7] we found that these inherent joint patterns also showed potential as a biometric. Thus, we use a similar method in this study. For each grasp trial, all 8 seconds (hand is in resting position for first 4 seconds) of the data is used to create the angular velocity matrix V [m × p], where m is the number of tasks being used to create the template and p is the number of joints (10 joints) multiplied by number of samples (1000 samples). In this study, we use the first 5 repetitions of all six object grasping tasks (r = 30). In order to determine the principal components, we used singular value decomposition to factor matrix V : . EEG data and hand kinematics data were first analyzed separately, before being combined as a biometric template. For each of the total 150 tasks, spectral coherence for each EEG electrode (total of c electrodes) pair was measured. For a particular sub-band, the mean coherence was used to create a coherence matrix. Using coherence matrices from n reps, the first principal component was extracted. This is considered the coherence PC for the biometric template. For each of the 150 tasks, joint angle data was converted to velocity profiles for each joint. Using joint angular velocity profiles from n reps, the first principal component, or hand synergy, is then extracted. The final biometric template combines the coherence PC and the hand synergy. An entry attempt uses data from 6 grasps and n reps. The error evaluation (S) is a function of coherence PC error (E ), hand synergy error (H), and a gain (g). S must be below or equal to a given threshold (T ) to pass as a valid entry.
The approximation matrixṼ can be written as:
Each column of R s is called a singular vector with corresponding singular values in s , which is essentially an equivalent solution of eigenvector/eigenvalue decomposition in PCA. Thus, each selected singular vector is considered a principal component of the data. We previously found that only the first PC could be used as a biometric. Thus, we use the first PC, or synergy, as the hand synergy in our template. The neural signals captured during these movements span multiple sub-bands and modulate over both time and space. Coherence is one way to characterize this modulation. In order to determine the most significant coherence pattern, we used PCA as follows. For each task, we create matrix J of size e × e that contains average coherence values over a selected sub-band for each electrode pair; e represents the number of electrodes under consideration. m tasks are combined to create a matrix K , m×e 2 in size. PCA, using singular value decomposition, is performed on K . The first PC, termed the coherence PC, is used as the pair for the first hand synergy for the template.
The final template is considered the ''biometric template'' (Fig. 3) . In an identity verification system, a person would be tasked with matching the template on each entry attempt. We use the remaining repetitions in our dataset to simulate entry attempts. In order to match the neural signal, the same methods are applied on a set of 5 repetitions. The coherence PC of an entry is subtracted from the coherence PC of the template and then squared to determine the difference. After squaring the result and eliminating repeating values (coherence PC is symmetric), the mean value is taken as measure of coherence PC error rate (E). For hand synergies, correlation between the template hand synergy and the entry hand synergy is first calculated. A ±20 sample (160 ms) time shift was allowed to account for intra-subject differences.
Correlation was summed across joints, followed by subtraction from the maximum possible value as a measure of hand synergy error rate (H ). Because hand synergy correlations were on a different scale compared to coherence PC match rates, H was multiplied by a gain (g). In order to be accepted by the system, the combined error rate S = E + gH , must be below or equal to a given threshold. Any value greater than the threshold results in a ''failed entry.''
D. BIOMETRIC TESTING
Each subject was tested under 4 true entries and 32 false entries. Equal error Rate (EER), determined by the intersection of false acceptance rate (false positive/total number of false entries) and false rejection rate (false negative/total number of true entries) is used to evaluate this new biometric. We also used this measure to explore optimal EEG conditions for the biometric in terms of sub-band and number of electrodes. The following four sub-bands were tested: 1-5 Hz, 6-15 Hz, 15-30 Hz, and 30-50 Hz. Additionally, for the EEG portion of the biometric template, different time periods of data (pre-stimulus time, post-stimulus time, and the combined time of 8 seconds) were tested. In order to determine the optimal number of electrodes, we used the ''leave-one-out'' approach to first rank each electrode based on its effect on EER.
III. RESULTS
A. BIOMETRIC TEMPLATE
In this study, we used hand synergies and their neural representations to create a new biometric. In order to explore neural modulation during grasping, it is important to consider different frequency bands. Fig. 4 shows representative VOLUME 5, 2017 FIGURE 4. For subject 2 (top) and subject 3 (bottom), mean (line) and standard deviation (shaded area) of standardized EEG modulation across all 150 grasps (from C1 electrode, red in top right diagram) is shown. For each task, the stimulus is provided at the 4 second mark. The average joint angular velocity profile for the index, MCP joint (I_MCP, black) is provided to show the temporal relationship between EEG activity and movement. Across all subjects, an average ∼0.5 second delay is seen between the audio stimulus and movement onset. Low frequency (a) and high frequency modulation (b) both show modulation after the audio stimulus, but the shape and time alignment differ for both. Note that the amplitude scale has been normalized for all plots to accentuate temporal relationships of each EEG band with kinematics.
examples (from Subject 2 (top) and Subject 3 (bottom)) of modulation of different frequency bands, averaged over all 150 tasks. During the pre-stimulus time period, the subjects' right hand rested flat on the table for four seconds. In all subjects, for both high and low frequency bands, no significant changes in modulation were seen. After the audio stimulus, as the motor cortex is tasked with creating a motor plan based on visual and proprioceptive feedback, all subjects showed modulation in both low and high frequency bands. However, the magnitude of modulation relative to the resting state differs across subjects. For example, in Fig. 4 (top) , greater changes can be seen for Subject 2 compared to Subject 3 (Fig. 4, bottom) . These differences may arise from the quality of EEG signal-signals may be attenuated in individuals with thicker skin/bone or noisier in individuals with thicker hair. It was observed by us and others those higher frequencies encode movement [17] - [19] . In Fig. 4(b) , an increase in higher frequencies is aligned with the movement period.
Two different time segments were tested, pre-stimulus (resting state) and post-stimulus (during movement generation and execution) as sources of neural features for the biometric template. Fig. 5 depicts the coherence PC of the biometric template in the form of a scalp montage for Subject 3. Each line represents the coherence between a pair of electrodes. Darker blue lines represent higher coherence (maximum coherence value of 1) and lighter yellow lines represent lower coherence. Darker blue circles represent channels that have higher average coherence with all other electrodes. Even when the hand is in resting position (pre-stimulus), the coherence between different cortical regions varies across subjects. Templates extracted from the 'post-stimulus' segment of data have a different distribution of coherence, both intra-subject and inter-subject. For example, the occipital electrode of Subject 3 shows decreased coherence with all other electrodes. Given these differences, each individual's coherence PC shows unique features.
An example of a complete biometric template is provided in Fig. 6 . Fig. 6(a) shows the matrix form of the coherence PC. Note that the values of auto-coherence in the diagonal elements were set to 0 to allow better contrast. For Subject 9, the right hemisphere (electrodes 1 to 7) show greater coherence than the left hemisphere (electrodes 10 to 16). Fig. 6(b) shows the hand synergy component of the biometric template. Consistent with previous results [7] removing the pinky joint allowed for better results. Thus, hand synergies for a biometric template consist of 8 joint velocity profiles.
B. BIOMETRIC PERFORMANCE
Six different objects that span the six major grasp types encountered in ADL were used. Based on our previous works 13426 VOLUME 5, 2017 6. The biometric template for subject 9 (using the combined time period) is shown. The coherence PC (a) shows that this particular subject had greater coherence in the left hemisphere than that of the right hemisphere. Here, greater coherence is represented by bright yellow. The hand synergy profile (b) expresses the resultant hand synergy patterns for metacarpophalangeal and proximal interphalangeal joints of the thumb (T), index (I), middle (M), and ring (R) fingers. The pinky was excluded from the template.
we hypothesized that this grasp variance will capture sufficient variance in hand kinematics as well as neural signals. We then optimized on the number of kinematic and neural features, time segment, and sub-band that will yield optimal performance of the biometric. Using a combined time period (pre-stimulus and post-stimulus), allowed for lowest EER. The optimal sub-band was 30-50 Hz. Using these configurations, an equal error rate (EER) of 7.5% was achieved for 6 electrodes as shown in Fig. 7(a) . These six electrodes were found to be in the regions of central and parietal regions as illustrated in Fig. 7(b) . 
IV. DISCUSSION
Our preliminary results with 10 subjects indicate that hand synergies, when combined at the kinematic level and neural level, are able to distinguish individuals. An EER of 7.5% shows improvement over using kinematic synergies alone [7] ; however, much improvement is still required for this type of biometric and results need to be substantiated over a larger group of individuals. Nevertheless, these preliminary results show promise for a new biometric.
A. COHERENCE AS A MEASURE OF NEURAL ACTIVITY
In this study, we chose coherence measurements across electrodes that covered frontal, central, and parietal regions. As grasping involves feedback control (visual, proprioception) as well as feedforward control (premotor cortex, motor cortex, sensorimotor area), these regions communicate to develop a motor plan. It has been shown that movement causes desynchronization (at 10 Hz and 20 Hz) in sensorimotor areas and synchronization in frontal-central areas during movement [20] . Coherence also modulates from unilateral to bilateral areas with respect to movement time. While coherence has been used as a biometric measure during resting (eyes open, eyes closed) states [21] , in this study, we aimed to capture coherence patterns that are not only repeatable, but also distinguishable across individuals during a movement task. Interestingly, the electrodes that were able to detect these distinguishable features were still found in the central and parietal regions, where motor control dominates. Additionally, we found the 30-50 Hz allowed for lowest EER, while the 1-5 Hz band resulted in greatest EER. Using spectral power, [22] also found high frequency bands (30-40 Hz or up to 50 Hz) to allow for best biometric performance in different EEG datasets. With respect to coherence, however, further examination will help determine if certain sub-bands are more similar across subjects than others.
While our original hypothesis expected the post-stimulus dataset to allow for greatest detection of distinguishable coherence patters, a combined time segment showed improved results. Results may improve if task related coherence changes are determined by subtracting from resting state coherence.
B. OPTIMAL FEATURE SELECTION
Optimal feature selection is at the core of biometrics. In the feature extraction and optimal feature selection problem, we included four important variable-(i) number of electrodes (ii) number of joints (iii) time periods and (iv) number of frequency bands. These can be grouped into spatial, temporal and frequency domains. Further optimization in these domains will lead to reduction in EER and improve the performance of the biometric. Also, the kinematic synergies included in this biometric template if replaced by camera-ready synergies [7] may also yield improved results. Camera-ready synergies are postural synergies that contain anatomical and geometric information of the hand in addition to hand kinematics. In addition to kinematic synergies, neural representations of these synergies, in EEG, were decoded using spectral coherence in this study. Using information theory approaches (e.g. computing entropy) and nonlinear measures, in conjunction with synergies, we believe, will yield reduced EER.
C. MOVEMENT-RELATED BIOMETRICS
With the advent of portable biosensors, simultaneous measurement of biometrics is more accessible. Biometrics that combine fingerprint, palm print, and hand shape can be recorded with a simple imaging device. However, because these biometrics can be readily copied from a picture, they are susceptible to theft. Non-stationary biometrics, namely those that involve movement, are more difficult to falsely reproduce. EEG as a biometric measurement has been studied under relatively stationary settings (i.e. resting state) as well as task-related settings. The complexity of movement may offer more variability across individuals, which is important for a biometrics to distinguish over a greater number of individuals. Further research would allow us to determine if movement-related EEG signals, resting-state EEG signals, or visually evoke event related potentials [23] are more susceptible to neural modulators (i.e. emotion, fatigue, medication, and aging).
D. FUTURE WORK
As the technology behind EEG recording moves towards a more field-friendly system, future work involves optimizing this multi-modal biometric system so that a greater sample size may be tested. This would allow us to discern whether such a biometric is appropriate for low-scale versus high-scale population sizes. Additionally, the reproducibility of both kinematic synergies and the neural representation need to be tested long-term. As with other biometrics, such as facial recognition, an update procedure may be implemented to compensate for age [24] , disease, and hand injury.
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